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Privacy Procedure 

Purpose 
This Privacy Procedure outlines the way in which the Possability corporate group 

(Possability/Lifestyle Solutions) collects, holds, uses and discloses Protected Information. 

Scope 
This Procedure deals with how employees within Possability/Lifestyle Solutions are expected 

to help ensure the organisation meets its obligations regarding the management of Protected 

Information. 

This Policy applies to all entities within the Possability corporate group (Possability/Lifestyle 

Solutions). This procedure is especially relevant to: 

• People we support, their support networks and other supports including Qualified 
Health Professionals and external support providers. 

• Employees who are involved in the management of information relating to the people 
we support. 

Procedure 

Protected Information 
Protected Information is information or an opinion about an identified or reasonably 

identifiable individual. Protected information includes secret information, personal 

information, and sensitive information as defined in the Privacy Policy. 

Protected information includes health information which e.g. information about an illness, 

diagnosis, injury or disability. Some examples of health information include: notes of 

symptoms or diagnosis. information about a health service a person has had or will receive. 

Types of Protected Information we collect and hold. 

Possability/Lifestyle Solutions collects and holds protected information about individuals for 

the provision of services. Possability/Lifestyle Solutions will only collect information 

necessary for providing quality services for the people we support. 

The types of protected information we may collect and hold includes: 

• Identity and contact details: such as a person’s name, email address, gender, age, 

address and postcode. 

• Personal Information support such as information about short-term and long-term 

health goals, their status as a child in the out of home care system, lifestyle, disability 

and medical conditions 

• Sensitive information: such as information about client's’ health, trauma experiences, 
racial or ethnic origin, religious beliefs, criminal history and sexual orientation 

Other information which may be collected include: communications gathered in the course of 

our interaction with people we support, including interactions via our website, live-chat, 

social media and emails. 

Why and how we collect Protected Information 

We use a range of Protected Information for the purposes of delivering quality Disability 

Services and Child and Family Services to the people we support. We require the collection 

of Protected Information to effectively deliver best practice supports to the people we 

support. Protected information allows us to understand the needs and choices of the people 

we support and ensure we are consistently delivering quality supports which abide by the 

relevant regulatory requirements. 
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Information we collect also helps us to plan, monitor, improve and evaluate our services on 

an ongoing basis. 

Consent 

Disability services: 

1. Upon commencement of services, the people we support receive a copy of the 

Working Together Booklet and complete a Working Together Agreement as per DS 

Consent procedure. 

2. This completed form allows the organisation to collect, store and share information 

as specified on the form. 

3. The annual Individual Support Plan review provides an opportunity to review consent 

provided by the client and/or their support network. 

4. A “DS Release of Personal Information Form” is completed prior to obtaining or 

releasing information to any other person, agency or service. 

Child and Family Services, 

1. Upon entry into our services, children and young people receive a Welcome Pack 

which includes information relating to their rights, supports, access their information 

and who that information can be shared with though the “Information Sharing about 

Me with Who Form”. 

2. Where information is required to be shared with a non-routine stakeholder relevant 

to the specific needs of the child or young person, a “Non-Routine Information 

Sharing Form” will be completed with the child or young person.  

3. A completed and signed “Information Sharing about Me with Who Form” is obtained 

and uploaded to the child or young person’s Record Management System file upon 

entry into our services as well as to Carelink. 

Possability/Lifestyle Solutions collects Protected Information in a variety of ways and if 

practicable, we collect directly from the people we support. For example, information is 

collected when: 

• Information is provided directly to us. 

• A Supportive Decision Maker, Guardian or other support person provides information 
directly to us. 

• People we support access our services. 

• People we support ask or consent to being placed on one of our mailing lists. 

• An enquiry about our services is made. 

• There is a visit to our website, mobile applications, social media pages and/or other 

online platforms, including using cookies (data files placed on your device or 

computer) is made. 

Websites, devices, and cookies 

We may use cookies on our website. This means that when a person visits our website, we 

can collect information about the visits to, browsing of, and use of the website, unless the 

person’s web browser has been set to block this. The range of information we may collect 

will depend on the interaction with our website. 

We may collect certain information such as browser type, operating system, website visited 

immediately before coming to our site, etc. This information is used to analyse how people 

use our site, so that we can improve our services. 

We advise users of our sites when cookies are active. 

Use and disclosure of Protected Information 

The use and disclosure of protected information is limited to the primary purpose of the 

collection. Use or disclosure for a secondary purpose is permitted in specified 
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circumstances, including where individuals consent, and where the secondary purpose is 

related and is within the reasonable expectation of the individual. 

The purposes for which we hold, use and/or disclose protected information includes the 

following: 

• To provide quality services to the people we support 

• To continually improve services we provide 

• To communicate information about our services 

• For internal administrative, research and analytics, planning, promotional and 
development purposes 

• For reporting purposes to Government organisations (e.g. to the NDIS Commission 
or Department of Health or Justice) 

• For funding body reporting purposes (i.e. accreditation audits) 

• For other purposes made clear at the time of collection 

There may be times when protected information is required to be shared regardless of 

whether consent has been provided. This includes the use or disclosure for legal purposes 

(e.g. a request from the Police or for a court hearing) or if it will prevent or lessen a serious 

threat to somebody’s life, health or safety or to public health or safety, there is unlawful 

activity or an emergency situation such as a missing person and information has been 

requested by Police. The provision of protected information pertaining to these 

circumstances must be discussed with a Senior Manager prior to release to ensure 

compliance. 

Use of Protected Information by Employees 

Employees must exercise caution when discussing Protected Information, with authorised 

people, outside the office environment and avoid situations where Protected Information may 

be inadvertently overheard in workplace lifts, stairwells, reception areas, office entry/exit 

points. 

Employees must also exercise caution and maintain confidentiality when discussing 

Protected Information by telephone, mobile phone, video conferencing and chat apps such 

as Microsoft Teams/Zoom or by email. 

Wherever possible, employees must use information masking and de-identifying for 

Protected Information. This may include redacting information or changing names of 

individuals and using pseudonyms in documents containing Protected Information. 

Travelling or moving Protected information 

Employees must not take-home physical files containing Protected Information without prior 

approval from their supervisor. 

If Protected Information is required to be taken offsite of the location it is normally held, 

employees are expected to take reasonable precautions to protect it, whether in physical or 

electronic form, when moving between the office, other off-site locations or when working 

remotely from home. 

Storage of Protected Information 

Possability/Lifestyle Solutions collects and holds Protected Information in hard copy and/or 

electronic from. Possability/Lifestyle Solutions will make every effort to ensure the Protected 

Information it holds is protected from misuse or unauthorised access, including by the 

implementation and enforcement of various security measures. Possability/Lifestyle 

Solutions will not store Protected Information for longer periods of time than is necessary. 
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Employees must ensure Protected Information is always held or stored securely (whether by 

electronic means or physical means). Control of access protocols must be implemented by 

employees, wherever possible. For example, employees should: 

• keep physical Protected Information in a locked filing cabinet. 

• keep electronic Protected Information in a password protected file or password 
protecting such electronic documents. 

• securely store Protected Information when left unattended. 

• ensure Protected Information is never left unattended in non-secured areas (i.e., 
conference rooms and break rooms) printers, fax machines, and incoming mail 
points. 

• set computers and devices to a password protected screensaver any time it is 
unattended. 

• if a work area is visible from a less restricted area (i.e. – exterior windows), 

configuring the work area such that computer and device screens are not easily 

visible from the less restricted area. 

Disposal of Protected Information 

Possability/Lifestyle Solutions will destroy or permanently deidentify Protected Information as 

required by the relevant legislation. Protected Information is destroyed when no longer 

needed in accordance with relevant Document Management Procedures. 

Protected Information (hard copy documents) must only be discarded in secure waste bins 

or shredded and never in the standard waste bins. 

Protected Information held in Possability/Lifestyle Solutions email and electronic document 

management systems must be destroyed or deleted using secure deletion techniques.  

Access to Protected Information 

Individuals may seek access to Protected Information which Possability/Lifestyle Solutions 

holds about them. Access may be given unless one of the exceptions in the relevant 

legislation applies. 

Possability/Lifestyle Solutions will request individuals verify their identify and to specify what 

information they require. We will take all reasonable steps to ensure personal data we 

collect, use or disclose is up to date, accurate, complete and relevant. If there is a belief that 

Protected Information we hold about is not up to date or accurate, the person we support 

and/or their support network may ask us to correct it. 

The person we support may ask Possability/Lifestyle Solutions to provide details of the 

Protected Information we hold and copies of that information. We will respond to requests 

immediately and attempt to provide the data within 30 days of receipt of your request. 

If we provide an individual with copies of the information requested, we may charge a 

reasonable fee to cover the administrative costs of providing that information. 

Possability/Lifestyle Solutions is entitled to refuse a request to access Protected Information 

in particular circumstances, such as where providing access would be unlawful or would 

have an unreasonable impact on the privacy of other individuals. If we refuse any part of a 

request, we will advise the person requesting the information of our reason for refusal in 

writing. 

Data security 

Possability/Lifestyle Solutions strives to ensure the security, integrity and privacy of all 

Protected Information submitted, collected and stored. Protected Information is held 
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securely, is subject to various security protections and is held only for as long as the 

Protected Information remains relevant to the purpose for which it was collected. 

Possability/Lifestyle Solutions will take all reasonable steps to protect Protected Information 

from misuse and loss, unauthorised access, modification and disclosure in accordance with 

the Document Management and Control Procedure. 

Anonymity 

Where possible, a person may interact with Possability/Lifestyle Solutions anonymously or 

using a pseudonym. However, for most of our functions and activities we usually need the 

person’s name and contact information and enough information about the matter to enable 

us to fairly and efficiently handle an enquiry, request or complaint, to maintain and 

corroborate accurate records or to act on a report. 

We may not be able to provide certain services in the event a person does not provide 
adequate information. 

Data breach 

A data breach occurs when Protected Information is lost or subjected to unauthorised 

access, modification, use or disclosure. Data breaches can be caused by a variety of 

factors. They can affect different types of Protected Information and can give rise to a range 

of actual or potential harm to individuals and organisations. 

Data breaches are not restricted to hacking events. The following examples can also 

constitute a data breach: 

• A portable device, such as a USB, carrying Possability/Lifestyle Solutions or 
Protected Information is lost or stolen. 

• Hard copy documents containing Protected Information are lost, stolen, or accessed 
by someone who should not be able to access that information as part of their role. 

The relevant General Manager (or delegate) must be advised of all data breaches, or 

suspected data breaches, as soon as they are detected. Data breaches, or suspected data 

breaches, must be investigated within 30 days of Possability/Lifestyle Solutions becoming 

aware of the breach. 

The Internal Security Incident Response Team (ISIRT) will investigate and lead responses to 
data breaches. 

Possability/Lifestyle Solutions and/or the relevant reporting authority (e.g. Disability Services 

or the Child and Family Services) will notify the affected individuals if there are reasonable 

grounds to believe an eligible data breach has occurred, or if directed to do so by the OAIC. 

Complaints 

If a breach of privacy has occurred, a person may lodge a complaint with us in accordance 

with the Feedback and Complaints Procedure. 

If our response is not considered satisfactory, the Australian Privacy Commissioner may be 
contacted: www.oaic.giv.au or by telephone on 1300 363 992. 

Training 

Possability/Lifestyle Solutions will provide training regarding the protection of Protected 

Information and all employees are expected to participate in such training.  

http://www.oaic.giv.au/
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Changes to this Privacy Procedure 

Please note that this Procedure will be reviewed periodically and updated as required. We 

provide details on this page to inform all relevant parties when this procedure was last 

updated. A copy of the Privacy Policy may be requested at any time. 

 

Roles and Responsibilities 
All employees must adhere to the principles outlined in this procedure and related Privacy 

Policy. 

Supporting Documents 
The following documents supports this Policy: 

• Feedback and Complaints Policy 

• Feedback and Complaints Procedure 

Relevant Legislation 

Australian Privacy Principles (APPs) 

Privacy Act 1988 (Cth) (Privacy Act) 
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